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EDITORIAL

The President's column for this issue is replaced
by a column from Dudley Creagh, vice-president
for Australasia. This column reports progress
made on two major research instruments in
Australia.
Additionally, we have a column from Croatia
regarding the physical realization of random
numbers. The question arises "what do random
numbers have to do with Radiation Physics"?
The answer lies in the increasing amount of
computing power available to the average
radiation physicist. This computing power has
enabled the widespread application of the Monte
Carlo transport method to model problems of
importance in radiation physics. The statistical
description of the laws of physics at the
appropriate level, the quantum level, leads to the
need to sample the underlying probability
distributions. The sampling of these laws
requires the use of large numbers of random
numbers.
There are many algorithms available that provide
pseudo-random numbers, a sequence of numbers
usually random for all practical purposes. The
article presented here uses a physical approach,
measurement of the noise voltage at the
terminals of a Zener diode. Beyond the
interesting details of this particular generator, a
solid state device, and the non-solid state
heartbeat approach also discussed, this article
provides a nice overview of other uses of random
numbers.

Paul Bergstrom
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NEWS FROM AUSTRALIA
Dudley Creagh, Australasia

Exciting things are happening in Australia at present as far as science is
concerned.
The Australian Synchrotron Project continues to gather momentum, with the
construction of the building well under way (Figures 1 and 2), and the letting
of contracts for the injection system (Danfysik), the magnets (CMS
alphatech/Buckley systems), and the vacuum chambers (FMB). As well, a
number of universities and instrumentalities have pledged $5 million each for
the construction of beamlines. These include Melbourne and Monash
Universities, the CSIRO, ANSTO, MiniFAB, and the New Zealand
Government. Beamline design is progressing, and the Infra Red Beamline for
which I am responsible, has made good progress in the determination of the
best way of extracting the IR beam (1 to 100 microns).
A new robotic telescope has just been commissioned at the Australian
National University‛s Siding Spring Observatory. This $9 million telescope
was funded by the British philanthropist Dr Martin (“Dill”) Faulkener. It has
a 2m diameter mirror. Under the agreement ANU will receive 15% of
experimental time and students in Australia and the UK will be able to access
the facility. For further information see
http://www.faulkes-telescope.com
Recent grants by the Australian Government and industry will see further
research into gravity waves and to the establishing of a Gravity Discovery
Centre at Gin Gin (New South Wales).

Figure
1:
Entrance
to the
building

Figure 2 : Shielding
walls under
construction

Previous

Home Page

file:////warsaw/www/irps/archives/vol18no3/vprep.html [19/09/2013 2:58:01 PM]

Next

Untitled

PAPER

Producing Non-deterministic Random Numbers from
Weakly Correlated Random Events
Mario Stipcevic
Rudjer Boškovic Institute, Bijenicka 54, P.O.B. 180, HR-10002 Zagreb, Croatia
Email : Mario.Stipcevic@irb.hr
Non-deterministic random bits are needed in many scientific fields. Unfortunately today's computers are
very limited in their ability to produce them. We present here a method for extraction of nondeterministic random binary numbers (bits) from random physics events and one practical realization of a
physical generator based on it. It is shown that even if events are weakly correlated the method delivers
increasingly good randomness in the limit of slow sampling. The method is also characterized by its ability
9
to produce random bits periodically. A sample of approximately 10 bits produced by the physical
generator prototype is subjected to a series of well-known statistical tests showing no weaknesses.
PACS numbers: 05.40.-a, 02.50.Ng, 03.67.Dd
1. MOTIVATION
Today's computers are Turing machines governed by deterministic laws. It has been noticed that such
machines cannot solve certain class of problems because of their inability to produce random numbers. For
example, it is impossible to simulate, in every aspect, a simple radioactive decay on a deterministic
machine because a computer program that would be able to do this must be able to produce a sequence of
decay times which is by no means deterministic. Furthermore, a class of so called randomized algorithms
can only be performed with help of a random number generator (eg. Soloway-Strassen primality test [1]).
Such algorithms solve efficiently certain problems which are not known to be efficiently solvable on a
deterministic Turing machine.
Consequently, a complete machine that is believed to be the ultimate universal computing machine is
referred to as "Turing machine with a random number generator" or "probabilistic Turing machine" [2,3].
Since computers play an increasingly important role in modern science and life, it is also increasingly
important to develop good and trustworthy random number generators.
The classical approach to generating random numbers is to approximate the non-deterministic generator
of random numbers by a carefully chosen mathematical function which produces approximately random
numbers. Such a function, of course, can be calculated on Turing machines.
Without loss of generality we will only consider random bit generators (RBG). The basic technique is as
follows. First, one chooses at will an integer number x (so called seed) from a large set of numbers that
0

are known to be valid seeds for a given function f. (Good coverage of the theory and practice of pseudorandom generators may be found in [4-12].)

x1 = f (x0)

Then one calculates:

x

Iterating this as follows:

i+i

results in a sequence of numbers:

(1)

= f (xi ), i = 1, 2, 3 . . .

(2)

x1, x2, x3, . . .

(3)

These numbers converted to bits and put together side-by-side form a long sequence of pseudorandom
bits. Sometimes, in order to obtain better “randomness”, not all bits from the numbers xi are used to
form the sequence but only a pre-selected part (for example the most significant half).
Variants of this basic technique exists but the underlying property of all pseudo-random generators is
that they must accept a seed, a form of mathematical initial state that completely determines the
sequence of bits produced thereafter. The idea behind all this is that to someone who does not know the
seed and/or function f (or does not care about them), the sequence of bits produced appears to be
random.
Pseudo-random numbers can be produced efficiently and are used a lot in simulations of stochastic
processes like passage of particles through matter [16] or speeding up of calculation of exact problems
such as multi-dimensional integration or primality testing [17]. This widespread use of pseudo-random
numbers comes from the belief that “good” generating functions which apparently approximate true
randomness quite well for most purposes of statistical simulation exist [7-9,12].
This belief is based on the assumption that those generators who passed a critical number of statistical
tests and have accurately simulated some problems in the past, would pass any statistical test and would
fit any further application.
A similar inductive way of thinking is in the very heart of fundaments of natural sciences, but in this case
it is not more than pseudo-science. The problem is that every new application of a set of pseudo-random
numbers is nothing more but yet another test, whose outcome is unknown. For generators that have
passed many statistical tests and give truthful results in previous applications, we can believe that
probably they are good for similar further applications. However, this is still nothing more than a belief.
There is no guarantee that we are getting good results in any particular application.
This situation can be illustrated by examples of unpleasant discoveries. For example in the [13] it has been
reported that some well known and otherwise good generators, when used in random walk simulation, yield
obvious deviations from the theoretical expectations. Wrongful results of simulations using dignified shift
register pseudo-random generators are reported in [14] for 2-D and in [15] for 3-D Ising models.
The great potential for problems in simulations based upon pseudo-random generators comes from the
fact that the entropy of the whole pseudo-random sequence, no matter how long, is equal to the entropy
of the seed and the description of the generating function only, which is usually not more than a few
hundred bits, while a typical simulation makes use of 106 - 1010 bits. This “low entropy” property is most
clearly seen by noting that the optimal compression of a sequence of type (3) would result only in the seed
x0 and a decompression routine that equals f. Since f is usually publicly known it does not represent a
useful source of entropy, thus the only entropy left is that of the seed. And even this tiny entropy,
namely the entropy of the seed, has to be provided by somebody or something that has nothing to do with
the pseudo-random generator itself. Therefore the conclusion that pseudo-random generators do not
generate entropy seems unavoidable.
For applications in cryptography this may be a killing property. For example provability of informationtheoretic security of Quantum cryptography protocols such as BB84 [18], EPR [19] or Maurer‛s SKAPD
protocol [20] assumes existence of generators of truly random (nondeterministic) numbers. Even much
less complicated applications such as PIN or TAN number generators may not be proven secure if the
numbers generated are based on a deterministic procedure. Cases are known where seeding by a lowentropy source (such as clock) led to serious compromise of the subsequent cryptographic protocol. An
example is attack to the Netscape‛s 40 bit RC4-40 [21] challenge data and encryption keys which could be
revealed in a minute or so [22]. The authors of that article suspect that 128 bit version RC4-128 would not
be much harder to break either if seeding is done in a similar fashion. (This example also shows how a
perfectly good cryptographic method may be ruined by a non-educated or malicious implementator.)
All these problems, both in cryptographic and in simulation applications boil down to the fact that it is
hard to get truly random data form today‛s computing machines (usually PC‛s). Some ad-hoc methods exist
[23-25] to extract a handful of random bits per second, but the only way to get a lot of random bits of
guaranteed quality in a short time is to add a non-deterministic random bit generator to the computer,
thus effectively realizing the probabilistic Turing machine.
Problem, however, is to construct a good enough generator, whose output can be for all practical purposes
considered as being truly unpredictable and random. In recent years there has been a significant increase
of interest and progress in this area [26-28, 33].
We describe, in this article, a theory and one practical realization of a reliable and fast random bit
generator which should not be expensive to produce.
2. THE METHOD
Since it is obvious that only physical reality may provide true randomness, the non-deterministic RBG
should be based on a repeated measurements of identical, independent physics processes and associated
method for extraction of random bits from these measurements. An RBG should be characterized by the
following:
1. its output can not be predicted regardless of the amount of knowledge about it (just as it would
be impossible to predict outcome of flipping a fair coin by knowing exactly how it looks);
2. two identical generators may not be synchronized to produce the same sequence of bits.
The second requirement could well be regarded as the definition of a non-deterministic generator. This
requirement may be reformulated so that a non-deterministic generator may not accept an initial state.
This is opposite to pseudo-random generators which must accept an initial state.
Since we do not expect that the measuring of independent physics processes, that is making independent
identical experiments whose outcome is random, may form any pseudo-random pattern we are left with
only two problems associated with non-deterministic random bit generators. These are:
1. statistical bias, defined as:

b = p(1) - 0.5

(4)

where p(1) stands for probability of ones;
2. correlations among bits, among which the most important serial correlation coefficient
is defined as [6]

(5)

where b1, i = 0 . . . n - 1 denotes i-th bit in the sequence.
Both are measures of imperfections that are inevitable in practical realizations of generators.
Correlations appear if the measured physics processes (experiments) are not completely statistically
independent of each other, whereas statistical bias is mainly associated with imperfections in the
measuring equipment (eg. electronics). A serial correlation coefficient is a measure of the extent to which
a bit (in a sequence) depends on a previous bit ([6]), and takes on a value between -1 and 1. We suppose
that correlations between bits further apart (corresponding to experiments further apart in time) are
smaller if not negligible. For truly random sequences of bits, of course, both statistical bias and
correlations tend to zero, when the length of the sequence goes to infinity.
The method presented here solves both problems. It consists of counting events which are result of
measurement of some random physical process. For example events may be a radioactive decay or tapping
of rain drops on a tin roof. These events appear at random but measured for a long time they have some
mean period, µ. The state of the counter is examined at regular time intervals with the period T » µ. If
the counter state is found to be odd then the output from the generator is "1", otherwise it is "0". Unlike
some other methods which require exponential distribution of time intervals between events [29] or
sampling of an analog white noise source [30], we will show that this method, in the limit of slow sampling
) leads to vanishing bias and correlations regardless of the distribution of the random process
(T/ µ
being measured. Therefore it may used to extract random bits from a large variety of processes.
3. PRACTICAL REALIZATION OF THE RANDOM BIT GENERATOR
Useful non-deterministic random bit generator built in hardware should satisfy several requirements:
1. The bit sampling method must not rely strongly on any property of the measured physical process
other than its randomness, at least in some easily achievable limit;
2. The generator should withstand reasonable tolerance in components and operating conditions
(eg. supply voltage, temperature, EM noise) without the need for (re)calibration or compensation;
3. Possible malfunctions during the lifetime of the generator should be foreseen and checked for at
each generator restart (for example like recommended in [31]) or even continuously;
4. Sequences of bits produced by the generator should pass, with a high probability, any known
statistical randomness test.
In the generator described here physical processes in a Zener diode serve as a source of randomness. The
noise voltage at terminals of the diode is "measured" by a special electronic circuit at regular time
intervals. Each measurement results in a random bit.
The circuit presented in Fig.1 follows the method of operation described in the previous section. It
consists of the following five blocks:
1. A source of electric noise;
2. A DC decoupling capacitor C;
3. A circuit for digitizing the noise voltage consisting of a comparator controlled with a rough
automatic zero-bias correction circuitry;
4. A counting circuit (JK flip-flop);
5. A sampling circuit which delivers a bit upon an external request.
It is a well known fact that a Zener diode operating in a reverse polarity and the current strength near
the knee, can serve as a noise generator. For example, a 6.8 Volt commercial Zener diode can produce a
noise fluctuation of an amplitude of 30 to 50 mV (peak to peak) with a mean frequency of zero crossings
of the order of 10 MHz [32].
It is also well known that a Zener diode with a knee voltage of less than 6.2 V operates mainly in the
quantum mechanical (tunneling) regime, while the diodes with the knee above that operate mainly in the
micro plasma regime [32]. Both regimes have ideal properties of unpredictability needed for a truly
random noise voltage source.
The generator functions in the following way. Noisy voltage from the Zener diode is AC decoupled from
the digitizing stage which consists of a comparator COMP controlled with a rough automatic zero-bias
feedback control. The capacitor C in the series with the output resistance R of the noise source and the
effective input resistance Ri of the comparator forms a major contribution to an unwanted "memory"

te = C(R + Ri ). If physical events are not completely independent of each other there will be another
persistence ôp giving rise to the total memory: t = te + tp . Luckily, this "memory" effect dies off
exponentially with the time distance between the two variations, thus one can conclude that any two
variations that are distant enough in time may be considered as statistically independent. Whenever this
applies, our method is valid, as will be explained later.
Nevertheless, the "memory" of the circuit limits frequency bandwidth of the noise and sets an absolute
upper limit to the bit extraction rate from the generator, which limit is independent of the latter bit
extraction method.
Voltage variations across the diode are shown in the Fig. 2a. The negative input of the comparator COMP
is connected to a suitable DC reference voltage V . Between the two inputs of the comparator (positive
r

and negative) a small DC "offset" voltage can be induced by virtue of the resistor Ri and the control
current Ic that flows through it. As the result, the positive input of the comparator "sees" the sum of the
offset voltage and the noise voltage. Whenever the sum exceeds the reference voltage V the output of
r

the comparator goes into the high logical state "1", whereas when the sum goes below the V the output
r

goes into the low logical state "0". This is illustrated in the Fig.2b.
By setting the control current Ic to a precise value it is possible to obtain that the output of the
comparator COMP spends on average the same amount of time in both states "0" and "1". This behaviour
effectively solves the requirement 2.
Already here, at the output of the comparator COMP, there is an approximately equal chance that the
state is at logical "0" or at logical "1", i.e. the bias of the sampled output would be close to zero. However,
due to technical reasons it is quite difficult to keep the bias below 1/1000 for long term and even this
would be not possible without some fine-tuning. Tuning the bias consumes a lot of time (due to its
statistical nature) and would therefore be unfavourable for a mass production of the generator.
The present method for extracting random bits eliminates the need to tune the bias to zero value, and
actually allows to achieve bias as low as desired, without the need to do any modifications to the circuit.
Event counting is the crucial point of the method. Namely, the JK-type flip-flop (Fig. 1) performs a
continued counting of the events, but keeps track only whether the count is even or odd. The result of the
counting appears at the output Q of the JK flip-flop ( Fig. 2c) and represents a new random bit sequence
with highly suppressed bias and serial correlation.
To understand how this works it is important to keep in mind that the output Q of the JK flip-flop shall
be sampled periodically in time, with the period T (Fig. 2d). This is a condition for good operation of this
generator. The sampling is done by the D-type flip-flop.
In the pure quantum mechanical regime of the Zener diode, intervals between neighbouring voltage
breakdowns Dtk follow the Exponential distribution. Mixing of the quantum mechanical model with the
plasma noise, noise sources other than a Zener diode or other models including effective memory and/or
filtering of the noise signal prior to digitization, may lead to more centered distributions such as Poisson
or even Uniform-like distribution. The power of this method lies in the fact that the knowledge of the
actual distribution of the time intervals between neighbouring voltage breakdowns is irrelevant. It can be
shown [33] that under the assumptions a) that the shape of the distribution stays stable over a period of
time substantially larger than the sampling period T, and b) that the voltage breakdowns distant in time
are negligibly correlated, both conditions 4 and 5 are fulfilled in the limit of slow enough sampling, more
and

precisely when both of the following is satisfied:

respectively.

It is important to understand that the output Q of the JK flip-flop always produces "1" after "0" and "0"
after "1", therefore its output is not random at all. However a duration of zeros and ones varies randomly
(Fig. 2c ) and periodic sampling of the said output by the D-type flip-flop provides a good quality random
bits, in the limit of slow sampling (T » µ and T »t ).
4. THE PROTOTYPE
We have constructed a prototype based on the block-diagram in Fig. 1 using a Zener diode standard
analog chips and CMOS logic. Bits were produced at 300 kbit/sec. We built four identical circuits and fed
their outputs to a PC computer, thus obtaining a total of 1.2 Mbit/sec. Thanks to such a high speed we
were able to easily produce long sequences of bits for the subsequent testing. The sequences of bits
produced by the physical generator were tested by three batteries of statistical tests: Walker's ENT
[34], Marsaglia's DIEHARD [35] and NIST's Statistical Test Suite [36].
The ENT consists of battery of standard tests: entropy, Chi-square, mean value, Monte Carlo pi value test
and the serial correlation test. These tests may be evaluated for short sequences thus making possible a
fast check of the prototype in the development stage. The most important of them are the mean value and
the serial correlation test because they best grasp problems in hardware. The mean value addresses the
inequality between number of ones and zeros which is very hard to keep close to zero with imperfect
hardware. Non zero serial correlation reflects existence of a short-term memory in the system, as
explained in the section 3. Indeed, at the development stage of the prototype a slight consistent bias
(positive, of the order of 10-4 ) has been noticed on all four gadgets which was attributed to the fact
that comparator had quite a different rise time from the fall time at its output. This was corrected by
taking another comparator after which the bias became undetectable.
Once the generator was debugged and ENT tests passed well, we proceeded by generating long sequences
(approx. 108 bits) needed by the DIEHARD, probably the toughest battery of tests known today. Table I
shows a typical result of testing of 8×107 bits (10 megabyte) of random data obtained from the generator.
According to Marsaglia [35] the sequence has failed a test if the p-value of that test is very close to 1
(p > 0.999999), otherwise the sequence has passed the test. There are 15 different tests in the
DIEHARD, but some are run more than once with different parameters (eg. binary rank test) or on
independent parts of the sequence under test (eg. count the 1's). Results in the Table I indicate a random
sequence that has passed all the tests.
It is interesting to note that efforts to standardize requirements for random bit generators for use with
cryptographic software have been taken, notably the recommendations of NIST [31]. A sequence of 109
bits divided in 100 equally long pieces (files) has been subjected to the NIST's battery of randomness
tests, version sts-1.50 [36]. We used the recommended test parameters. Results are summarized in the
Table II.
According to the NIST analysis program, the minimum pass rate for each statistical test with the
exception of the random excursion (variant) test is approximately 0.9602 whereas the minimum pass rate
for the random excursion (variant) test is approximately 0.9527. Taking this into account we conclude
that all 16 tests were passed with excellent marks. Passing all three batteries of tests shows that this
generator conforms also to the general requirement 4 stated in the section 3.
As one more check of the sampling method itself bits were generated from a cardiogram data of a healthy
patient. A record of 1190 consequent heartbeats was made in course of an ergometric stress test. During
the test patient is required to walk on a treadmill whose speed varies according to a standardized
procedure. Test lasts approximately 12 minutes. The times at which main heartbeat peaks occur were
considered as physical "events". Taking T/µ 5 we obtained a sequence of 216 bits using our method.
Results of ENT test shown in the Table III indicate excellent randomness. This demonstrates the power
of the method which is able to extract good random bits form a sequence of heartbeats which are nearly
periodic but have only a slight random jitter.
The conclusion is that heartbeat timings may very well be used as a base for a non-deterministic random
generator !
5. CONCLUSION
A method for extraction of non-deterministic random bits from random physics processes (such as nuclei
decay or noise voltage variations) is presented. The method is characterized by the fact that it ensures a
good quality random bits in an easily obtainable limit, that is the limit of slow sampling, regardless of the
distribution of times between adjacent processes. A physical random bit generator which makes use of
the method and Zener diode noise was built and successfully tested.
The generator is shown to conform to general requirements for non-deterministic generators stated in
section 3. A sample of approximately 109 bits produced by the physical generator prototype is subjected
to a series of well-known statistical tests showing no weaknesses.
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Fig. 1 : Schematic diagram of the non-deterministic random bit generator
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Fig 2 :
Signals at different points of the
hardware generator :
a) analog diode noise,
b) output of the comparator
COMP,
c) output Q of the JK flip-flop,
d) final output of the generator
(D flip-flop)
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TABLE I

TABLE II

Typical result of the DIEHARD tests for the
hardware non-deterministic generator

Test of randomness extracted from heartbeats

TABLE III
Test of randomness extracted from heartbeats
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